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UCY-1500

Industrial Grade 5G WiFi6 Dual Band Wireless Router

User Manual

® Support 5G NR Sub-6 Cellular Network
Rugged Industrial Enclosure, Anti-Interference, External Antenna

°

® Gigabit Ethernet Ports and Serial Interface with Pass-through
® Standard 48V PoE Power/ 12V DC Power Input
®
°

3000Mbps Dual Band WiF6 802.11ax
Support Remote Management and Upgrade
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Product Description

UCY 1500 is an industrial grade 5G WIFI6 dual-band wireless router, that integrates multiple functions
such as new 5G cellular broadband Internet access, high speed WIFI transmission, serial port pass-thru
transmission, and backend remote management. It is based on MT7981 chipset solution with 2x2
802.11ax that support data transfer rate up to 3000Mbps and enable to build a stable high-speed wireless
network. In addition, UCY 1500 has high-performance wireless characteristics, which can obtain larger
wireless coverage area and better wall penetration performance. UCY 1500 supports the wireless access
of up to hundreds of wireless terminals that satisfy with the application scenario requirements of high-
density wireless terminals. At the same time, UCY 1500 also has good compatibility and supports the
access of most wireless terminals on the market. Users can use mobile phones, tablets or laptops to
connect conveniently. It provides more processing performance, richer interfaces and higher network
connection speed than ordinary industrial routers.

This product is suitable for different application scenarios, such as vehicle WIFI, video transmission, PLC
remote control, intelligent express cabinet, video surveillance, 5G coverage, etc.

Product Features

Wi-Fi6 (IEEE 802.11ax) Standard

802.11ax, as the latest generation of IEEE 802.11 Wi-Fi standard, can increase user access capacity
and bandwidth in high-density access scenarios, reduce service delays, and enhance user experience.
Support 2.4GHz and 5GHz dual-frequency UL/DL MU-MIMO, enabling router to send data to multiple
terminals at the same time, and the utilization rate of wireless spectrum resources is higher than
predecessor 802.11ac.

Support 1024QAM modulation, data transmission efficiency is increased by 40% compared with
802.11ac (256QAM).

Support UL/DL OFDMA technology, use different subcarriers to transmit data to multiple terminals at
the same time, reduce delay and improve network efficiency.

Support spatial multiplexing technology, through the BSS coloring mechanism (BSS coloring) so that
AP and terminal can distinguish overlapping BSS (basic service set), to minimize co-channel
interference.

Support target wake time* mechanism, allowing AP and terminal to negotiate sleep and wake time,
reducing conflicts between terminals and unnecessary wake-up times, saving terminal power, and
improving battery life.

Multi-User Uplink and Downlink-multiple Input and Multiple Output Technology (MU-MIMO)

Support MU-MIMO technology, support up to 4 spatial streams, 2.4GHz frequency band supports 2
spatial streams, 5GHz frequency band supports 2 spatial streams, through DL/UL MU-MIMO technology,
AP can send data to multiple terminals at the same time, The utilization rate of wireless spectrum
resources has been doubled, increasing the number of access users and bandwidth, and improving user
experience in high-density access scenarios.



High-Speed Access
Supports 160MHz bandwidth. The increase in bandwidth has increased the available data sub-
carriers and expanded the transmission channel; in addition, the use of 1024QAM modulation, MU-MIMO

and other technologies makes the 5GHz single frequency band rate up to 2.4Gbps, and the whole
machine rate is up to 3Gbps.

5GHz Priority
The AP supports both 2.4GHz and 5GHz dual-band access. By controlling the terminal to

preferentially access the 5GHz frequency band, dual-frequency end users in the 2.4GHz frequency band
are migrated to the 5GH frequency band, reducing the load and interference on the 2.4GHz frequency
band, and improving user experience.

Industrial Design
Based on Qualcomm IPQ5018 Chipset Solution
Wide voltage input design: 9 ~ 36V
Industrial grade software and hardware watchdog design, trouble free and reliable operation in power
station, transportation, and industrial control environment application
Industrial grade EMC electromagnetic compatibility and radiation performance, passed the
GB/T17626.5-2008 Level 4 test standard
Industrial grade components, working temperature: -40 ~ +60°C
Industrial enclosure, suitable for extreme environments
Fan-less heat dissipation technology effectively reduces the failure rate of the equipment
SIM card protection design

Meet the trouble-free and reliable operation under vibration and shock environment

Rugged, Stable and Reliable
Apply complete anti-disconnection mechanism that to ensure the end data terminal is always online
The product passed EMC test requirements
The Ethernet interface built-in 1.5KV electromagnetic isolation protection GB/T17626.5-2008 (Level 4)
SIM/UIM interface built-in 1.5KV ESD protection GB/T17626.5-2008 (Level 4)
Built-in reserve phase protection and overvoltage protection for the power interface

High Speed Cellular Network
. Support 5G SA (Standalone) and NSA (Non-Standalone) network
Backward compatible with 4G Cat18(UL)/Cat20(DL) or Cat12(UL)/Cat13(DL)*
Support Band Lock, Base Station Lock
Support SIM PIN Code Lock
Support Network Mode Lock




LED Description

LED Type State Description
Long bright Normal power input
PWR No Light Abnormal power input
Long bright System exception
SYS No Light System exception
Blinking Light System startup
Long bright WIFI On
2.4G No Light WIFI Off
Blinking Light Data In/Out
Long bright WIFI On
58G No Light WIFI Off
Blinking Light Data In/Out
Long bright Internet Connected
NET No Light Not Connected / Abnormal
Long bright Strong signal in 3 grids, moderate
signal in 2 grids, weak signal in 1 grid
Signal
No Light No signal




Quick Start

Mounting Accessories
Insert the WiFi antenna, cellular network antenna, and SIM card according to the interface instructions,
connect them to a 9-36V DC power supply, observe the indicator light SYS flashing, and the router starts
normally.

Note: Please do not remove or insert the SIM card with power on, otherwise the SIM card may be
damaged.

Connect to the Internet

Correctly set your computer network configuration, now take win10 operating system as an example,
use it to open "Settings\Network & Internet\Change Adapter Options" in Control Panel. Double-click the
"Ethernet" connection icon.
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In the pop-up dialog box, click "Properties", select "Internet Protocol Version 4 (TCP/IPv4)", and then

click the "Properties" button; select “Obtain an |IP address automatically”. After clicking OK to save, the
computer will automatically obtain the IP address assigned by the router.
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Login to the router

Open a web browser, key in http://192.168.99.1 in the address bar and press Enter;
Default Username: admin

Default Password: admin
It is recommended to use Google Chrome or Mozilla Firefox browser.

v ® 5G-Router - Dashboard - Lt x +

A\ Notsecure  192.168.99.1/cgi-bin/luci/



192.168.99.1

Software Function Column Display

5G Router

Dashboard

System

System

Administration

MWAN3

SNMPD

Interfaces

DHCP and DNS

SQM

Diagnostics

OpenVPN

Logout

IPv4 Internet
Connected: 3
Uptime: Oh32m 42s

Protocol: DHCP client
IPv4: 10.79.87.42
GatewayV4: 10.79.87.1

DNSv4:
120.196.165.7.221.179.38.7

DESKTOP-gongkai

192.168.99.208

IPvé Internet

Connected: 3

Uptime: Oh 32m 22s

Protocol: DHCPvé client

IPu6 prefix: -

GatewayVé: fe80:4086:3bff:fe27:a6fa

DNSvé:
2409:8057:2000:8.2409:8057:2000:4:8

AABO38:39:45:68

Hostname: 5G-Router
Uptime: Oh35m 21s

Local Time: 2025-02-05 08:12:41

Kernel Version: 5.4.238
Model: Cellular Router

Architecture: ARMv8 Processorrev 4

Firmware Version: V2185.00.06

MEM Usage: 78.82%
CPUUsage: 3.96%

Load Average: 1.03,1.03.0.98

Device: RM500U-CN
Software Version:

RMS0OUCNAAROTAIBM2G_01.001.01.

oo

IMEl: 868227050435833

IMSI: 460003462287941
ICCID: 89840000192288007422
SIM: READY

Network Desc: NRSG-SA
PLMN: 44000

Network/band: 28

(E/AJUIRFCN: 152650
BWUL/BWDL: -/~
(TIL/R)AC(hex): 1425A1
CELLID(hex): CIE9DAOO3
Cell PCI: 660

RSSI: -

SINR/ECIO: 20

RSRP: -68

RSRQ: -5




Page Function Introduction Dashboard

On the Dashboard page, you can see basic information such as the firmware version number, cellular
network information, and network connection status of the router.

5G Router

Dashboard @ i ¢
® System

> 32 m)
= i “
i= Services

= WiFi IPv4 Internet IPv6 Internet Hostname: 5G-Router
Connected: 3 Connected: 33 Uptime: Oh 18m 14s

@& Network Uptime: Oh 15m 35s Uptime: Oh15m 155 Local Time: 2025-02-05 07:55:34

& VPN Protocol: DHCP client Protocol: DHCPvé client Kernel Version: 5.4.238
IPvd: 10.79.87.42 IPvé prefix: - Model: Cellular Router

Logout GatewayVd: 10.79.87.1 GatewayVb: fe80:4084:3bf:1e27:a6fa Architecture: ARMvB Processor rev 4

DMSv4 : DNSwé: Firmware Version: V2185.00.06
120.196.165.7.221179.38.7 2409:8057:2000::8,.2409,:8057:2000:4::8

MEM Usage: 78.11%
CPUUsage: 4.49%
Load Average: 1.00, 1.00, 0.76

5o |I|I

& Device: RM500U-CN (E/AJURFCN: 152650
s R s e S Rmsooucwnmo;mamze 01.001.01 S
=T (TIUR)AC(hex): 1425A1
001
IMEI: 868227050435833 CELLID(hex): CIE9DAOO3
IMSI: 460003462267941 Cell PCI: 660
ICCID: 89860000192288007422 RSl -
SIM: READY SINRECIO: 19
Network Desc: NR5G-SA RSRP: -68
PLMN: 446000 RSRQ: -6

Network/band: 28




Introduction to System Functions

System

Generic

General settings
Here you can configure the basic aspects of your device like its hostname or the

timezone.

5G Router

88 Dashboard

System
Administration
Realtime Graphs
ACL Settings

Backup { Flash
Firmware

Reboot
i= Services
= WiH

@ Network
@ VPN

Logout

Generic System Log Kernel Log

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Settings

Logging Time Synchronization Language and Style

Local Time
SYNC WITH BROWSER SYNC WITH NTP-SERVER
Hostname
Description
MNotes
7~
Timezone

Logging

Configure system log related information here.




5G Router

Generic Systemlog  Kemellog

8 Dashboard

Here you ean eanfigure the basic aspacts of your devies lke its hostname or the timezene

Realtime Graphs System Properties

ACL Settings

GeneralSettings  Logging  TimeSynchronization  Language and Style

Backup
Fir

Systam log buffer size

E Services

, External system log server | 0.0,0
« WIF Y °a
@& Network =
External system log server port
@ VPN
External system l0g server protocol
Logout

Write system log tofile | /tmpsystamiog

Log output level

CronLog Level

Time Synchronization
Configure NTP time synchronization related information here.

5G Router

Generic  Systemlog  KernelLog

88 Dashboard

Here you ean eonfigure the basie aspects of your device like its hostname of the timezone.

System Properties

Realtime G

ACL Settings

GeneraiSettings  Llogging  Time Synchronization  Language and Style:

Enable NTP client (@)

Provide NTP server

* WiFi
Use DHCP advertised servers

@ Network

NTP server candidates

& VPN

SAVEE

- el

Language and Style

Configure the page language and theme style here.




Generlc  Syste

System

Hers you can configures the basc sspects o your Sevice ke its hostrams o the U

Reattime Grapr Systemn Properties

Ganeral Ssttings Logging Time Synchronization Langusge and Style

System Log

View the router's system log here.

5G Router

Generic  Systemlog Kemellog

8 Dashboard

Systent 199
rinfo kernek [ 7847631 block: ext

Man Ape 17 13:19:30 2023 u
Mon Apr 17 13:1:30 2023 userinfo kernet [ 7.852492] mos
Mon Apr 17 13:16:30 2023 kernwarn kerned: [ 7860148
13:19:30 2023 keen.inta ke 7.864114] overlayts: "ino" feature enabied Using 32 upper inods bita
13:19:30 2023 user-debug kemat [ 7674409] urandom-seedt Saeding with EteAurndom seed
13:19:30 2023 userinfo keret [ 79235821 procd: - early -

11:19:30 2023 userinfo kernet [ 7926532 procd: - watchdog -
30 2023 ke notice kernet: [ 8.080815] random: jshn: uni
30 2023 kern.natice kemnek: [ 8.151402] random: fann: uniniz
464180] procd: - watchdog -

oot not configured
oot switching 1o jffs2 overlay
weriayfs: upper fs does not support tmpfile.

slized ursndom read (4 bytes read)
ed urandom read (4 bytes read}

skzed urandom read (4 bytes read)
13:19:30 2023 userinfo kernet [
13:19:30 2023 userinfo kernet [

iii

8] random: crng init done

13:19:30 2023 ke notice kernek- [ 8.760605] random: 22 urandom warning(s) missed due ta ratelimiting
13:19:30 2023 user.info kernet [ 87983341 Kmodicader: Icading kernel modules from jeteimodubes dr
13:19:30 2023 kern.info kerr 8.839323] RFC: Registered named UNKX socket transport modue.
8.845254] RPC: Registered udp transport module.

8849960 RPC: Registere: ransport module

£854658] RPC: Registerad 1op NFSv4.] Backchannel Tansport module.
8.864482] NET: Registered protocai family 15

@ VPN 302023 kern.i afizing XFRM netfink socket
30 2023 kerrii 8.877964] tun: Universal TUNITAP de
30 2023 kern.
Logout 30 2023 kern.

30 2023 ke
Mon Apr 17 13:19:30 2023 kemn
Mon Apr 17 13:19:30 2023 kern
1319:30 2023 kern.
19:30 2023 kern.

8.914886] ip_gre: GRE over Pvd tunneling driver
ipb_gre: GRE over IPvé tunneling driver
8:932718] instaling knfsd (copyright (C) 1996 ckin@monad swb.de)
£.984276] GACT probability on
£9899%] Mirmorredirect action on

8.998817] u32 classifier

9.013733] usboore: registered new interface driver cdc_wdm
9,023740] usbcore: regiscered new interface driver qmi_wwan_q
9.052847] usbeore: registerad new Interface driver cac_ethar
9,040122] usbcore: registered new interface driver cdc_ncm
9.055691] Current mapfiter version v30.12

T1:19:30 2023 kerrwarn kernel: | 10,073426] mt_wifi module icense ‘Proprietary” taints kernel.

123 kern.warn kerned: [ 10.079444] Disabiing lock debugging due 10 kernai wint

30 2023 kerninto kernet [ 10.124000] conninfra@{conninfra_pwr_on:120) foonnintra_owr._on arve(31

10.131568] conninfra@(_consys_polling_chipid_int:306) Read CONNSYS HW [P version successf
13:19:30 2023 kern dabug kernel: [ 10,149429] D1:32mAdke Type: Ox79760[0m
13:19:30 2023 kern debug kemet: [ 10.149431] O[1:32mSKU Type: 30000[0m
13:19:30 2023 kerminfo kernet [ 10.153347] conninfra@(opfunc_pawer_on_inter:
13:19:30 2023 kerrerr kernel [ 10167451] WIF@C 12L1.gec_dbg_setting by_profilel) 4310: debug level setting=INDEXD. debug level not found!!
13:19:30 2023 kernerr kermel: [ 10.177490] WiFIQC1211,get_dbg_setring by_profile(
Man Apr 17 13:X 2023 kern.debug kemet: [ 101875371 m1_rbus 0000-00:00.0: runtime IRG Mapping not provided by arch
Mon Apr 17 131 L ]

u 2

| (OxG2090000)

41) [Conninfra Pwt On] BT={0] FM=[0] GP5=[0] WF=I1 CONNINFRA=[1]

4333: debug option setting=INDEX0_debig_option nat found!

Kernel Log

View the router's kernel log here.




5G Router

Generic  Systemlog  Kemallog

Kernel Log

0.000000] Booting Linux on physical CPU 0x0000000000 [0x410fd034]
0,000000] Linux version 5.4.238 (frank@ce7fESedBecz)
©,000000] Machine modet: MevingCamm SG- Router 1500

0.000000] eartycor: uartE250 st MMIO32 000000000TI002000 {options )
[ 000000
0.000000] C &
0.000000] DMAS2 20ne: 1024 pages Used for memman
0.000000] DMA32 zone: 0 pages reserved

0.000000] DMA32 zone: &
0.000000] psci: probing for conduit methed from DT.

182E2da11e]) #0 SMP Mon Ape 17 13:15:36 2023

« WIF I
B0 Detected VIPT |-cache on CPUQ
eatures. detected GIC system register CFU interface
& CPU features: kernel page tabie [solation disabied by kermel configuration
Built 1 zonefists, mobility grouping on. Tuti uig:: 43568
mmand fine: console=ttyS0. 8 eariycon=usrtal Ox11002000
@ VPN Dentry cache hash table eniries: 312768 \qm« 8, ‘nz 4 bytes, linear)
0.000000] Inode-cache hash table entries: 16384 (order: 5, 131072 bytes, linear)
[ 0.000000] mem auto-init: stackioff. heap alioc:off. heap free-off
Logout [ 0.000000] Memary. 230854K/258368K available (4974K kel code. 428K rwdata, 944K rodata, 44BK init, 29K bss, 27712K reserved, OK cma-reserved)

0.000000] SLUE: Htialign=64, Ordar~0-3. MinObjectex0, CPUs=2. Nodes=1

Z)OBF’.]')[.“ e Hierarchical RO impiementation

0.000000] rou;  CONFIG. RCU_FANOLIT et 1o non-default vake of 32,

0.000000] reu: REU calcuiatad valus of scheduler-enfistment delay (s 25 jiffiss.

[ 0.000000] NR_IRQS: 64. nr_irgs: 64. preatiocated irgs: ¢

GIC: Using spht EO/Deactivate mode

640 SPis implamanted

0 Extended SPis implemented

% Distributor has o Prgc Selector support

74 PR impieme
iCv3: 1o VLP1 support. no direct L1 support

0.000000] GICy3: CPUO: found redistrioutor 0 reion 2:040000000002080000

©,0000 QOMHz (ohys)

0,000001 arch_sys_counter: mask: O max_cycles Dx2fBSesch, max_idle_ns: 440795202429 ns

0.00000: : 56 Dits AN 13MH, resoluTion 760s, Waps every 4398046517101ns

[ 0.00819¢] Calibrating delay loop (skipped). value calculated using timer frequency. 26.00 BogoMIPS

oo it: 32768 minieum: 301

0.023233] Mount-cache hash table eniries: 512 forder: O, 4096 Dytes. linear)

0030494} Mountpont-cache hash table entries: 512 {order. 0, 4096 bytes. finear)

0,039093] ASID allocator intislisad with 85536 entries

| Detecred VIFT

T SRR found redistriutor 1 region 0-0x000000000C030000

46591 CPU1: Booted secondary procassor OX000A000001 [0x41013034]
ity fyer

Administration

Router Password
Change the administrator password for accessing the device.

Router Password  SSH Access  SSH-Keys

Router Password

Changes the administrator password for accessing the device

Password '
Confirmation n

SSH Access

Change information about SSH access and SCP services.




5G Router

Router Password §SH Access 55H-Keys

88 Dashboard

Dropbear offers §5H netwark shell access and an integrated SCP server

Dropbear Instance

Interface

Password authentication
Allow root logins with password (g

Gateway Ports

RESET

SSH-Keys
Change the public key file for SSH access.

5G Router

Router Password S5H Access SSH-Keys

88 Dashboard

Public: keys aliow for the ordless SH logins with a higher security compared to the use of plain passwords. In order to upload a new key to the device, paste an OpenS5H compatible public

key line or drag 2 _pub file Into the Input fisld
No public keys present yet.

Pasts or drag SSH key file ADD KEY

Realtime Graphs
Load

Displays the CPU load for the last 1 minute, 5 minutes, and 15 minutes.




5G Router

Load Traffic Connections

88 Dashboard

= Services !
(3 minute window, 3 second interval)
< WiFl
1 Minute Load: 106 Average: 101 Pealc 108
@ Network
§ Minute Load: 1.02 Average: 088 Peak: 102
& VPN
15 Minute Load: 0.8 Average: 083 Peak: 086
Logout

Traffic

Displays the traffic usage of the interface.

5G Router

Load Traffic Connections
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apcho apciix0 br-guest br-lan erspanQ #th0 atht tan1 tan2 lan3 lan4 a0 raxg usbO xfrm0

4. ol k
(3 minute window. 3 second interval}
@ Network
Inboung: 23.36 Kibitls Average: 417 Kibitls Peak:
8 VPN (2.92 KiBls) {1.02 KB
Logout Outbound: 24.21Kibitla Average: 39.90 Kibitis Peak:
- {3.03 Kis) (4.99 Kigi)

Connections
Displays the connectivity of network traffic.
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3 minute window. 3 second interval)

2 WiF
uDe: " Average: Peakc
@ Netwo
TCP: 10 Average: [} Feak: n
& VPN
Other: Average: o Pesk: o
ogout
ENABLE DNS LOOKUPS
Netwark Protocol Source Destination Transfar
[ TP 192.168.99.208:50382 192.168.99.180 193,88 KiB (338 Pkta.)
Pva TCcP 192.148.99.208:60385 192.168.99.180 31.48 KiB (56 Phis.)
PV4 T 192.168.99.208:54422 58.34.169.74:443 20.33 Kif3 (356 Pkts.)
IPYa TP 192.168.99.208:61624 52176.14163:443 19.96 KIB (99 Pits)
1PV TP 192.168.99.208:41625 2016782.226:443 12:38 KiB {82 Pits.)
1PY4 TcP 192.148.99.208: 49760 ATN0.16LI7E:443 .74 KIE (81 Phts.)

ACL Settings

Configure accounts and permissions for the router administration page.

B
LuCl Logins

8 Dashboard

i o
it "

Write access

Read access
@ o mEm
 Fuu | [ |

administrator 300

He ADD
= Service
* WIH
& VPN
Logout

Backup / Flash Firmware
Flash operations

Actions
Backup, restore factory settings, restore backup configuration and upgrade firmware can be performed.



Actions  Configuration

5G Router

Backup
8 Dashboard

Click "Generate archive” to downioad a tar archive of the current canfiguration files.
Systemn Downlosd backup GENERATE A

Restore

To restore configuration files. you can upload a previously generated backup archive here. To reset the firmware to its initial state, click *Perform reset” (only possible with squashfs images).

Reset to defaults
= Services

@ Network
@ VPN
Save mtdblock contents

Logout

Click “Save mtdblock” to download specified midblock file. (NOTE: THIS FEATURE IS FOR PROFESSIONALS!)

Choosa mtdbiock

Download mtdbiock

Flash new firmware image

Upload a sysupgrade-compatible image here o replace the running firmware.

Configuration
A list of configuration files and directories to save when upgrading the system.

5G Router

Flash operations
88 Dashboard

e bkl

System conﬁgumion

Administration

This is a list of shell glob pattarns for matching flles and directories to include during sysupgrade. Modified files in letcieonfin! and certain other configurations are automatically preserved.

ACL Settings
Show current backup file list N LIST..
Backup / Flash

Firmware

#4 This file should contains your platform's propristary files
#+ and directories that need to be preserved during OpenWRT sysupgrade.

# Jetc/exanple.conf
E Services Jetciwireless/

* WiF
@& Network
@ VPN

Logout

Reboot

Restart the system on your device.
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Reboot
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Reboois the operating system of your device
System v
System =
g PERFORM REBOOT

Administration

Realtime Graphs

ACL Set

Backup / Flash
Firmware

Reboot
i= Services
< Wik
@ Network
@& VPN

Logout

Service Function Introduction

Remote Manager

Configure information about the remote management server.
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# System

Enable
Services v

Remote

Server Address
uHTTPd

Dynamic DNS Port
UPNP

Watchcat

Policy Routing

MWAN3 Helper GPS Latitude
SNMPD
ser2net GPS Longitude

Network Shares

+ WIF

@& Network
& VPN
Logout

uHTTPd
uHTTPd

General Settings
Configure the general settings for uHTTPd.
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R System uHTTPd

Services w: Alightweight single-threaded HTTP(S) server

General Settings Full Web Server Setiings Advanced Settings

HTTF listeners (address:port)

Watchcat

Policy Routing

[+ QI

MWAN3 Helper

SNMPD

serznet HTTPS listener (address:port)
Metwork Shares

+ WIF

& Network

@ VPN

Logout Redirect all HTTP to HTTPS

Ignore private IPs on public interface (@

HTTPS Certificate (DER or PEM B rercummirocrr (535 B)

format)

HTTPS Private Key (DER or PEM B FETC/UHTTPDKEY (241 B)

Self-singed Certificate

Configure information about self-signed certificates.

5G Router

UHTTPd  Self-signed Certificate
8 Dashboard

uHTTPd

A lightweight single-threaded HTTP(S) sarver

uHTTPd Self-signed Certificate Parameters

P Valid for # of Days

Length of key in bits

Server Hostname

Network Shares

¢ WiF Organization
@ Network
& VPN
Logout
Location
State
Country

Dynamic DNS

Information
Configure general settings for dynamic DNS.
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m

® Syste information  Giobal Settings

Services v 4 =
Dynamic BHS Version 28212

te Manager

state DDNS Autostart enabled

Services listiast update NO_UST

UPDATE DDNS SERVICES LIST

DNS requests via TCP not supported BusyBox's nsiookup and hostip do not support to specify to use TCP instead of default UDP when requesting DNS server!

+* Wi
‘You should install 'bind-host’ or ‘knot-host’ or ‘drill' package for DNS requests.
@& Network
S VPN Services
Logot Logkup Hostname Last Upidate
fagut status Name Enobled
Registered IP Next Update
. % yourhost.exsmple.com Never -
= DEL
Mot Running myddns_ipvd e Sopped m = EDIT DELETE
5 . yourheat example.com Never =
Mat Running myddns_ipvé o il = E
ADD NEW

Global Settings

Configure advanced settings for dynamic DNS.

5G Router

Dynamic DNS

23 Dashboard
8 Suet
& System information Global Settings

Allew non-public IP's

Data format

Status directory

Log directory

5 WIF
Metwork
® 2 Loglength
@ VPN
Logout
Use cURL
CacCertspath  |GNORE
Services URL Downioad  hitps-iiray srcontent comiope

UPnP

Actives UPnP

UPNP allows clients in the local network to automatically configure the router.
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® System Active UPnP Redirects

Services ¥ UPRP alicws clients in the local network to automatically configure the router.

Remote Manager

Protocol External Port Client Address Host Chent Port Description
uHTTPd
Dynamic DNS There are no active redirects.
UPRP

Policy Routing

= WiF
@& Network
@ VPN

Logout

Settings

General Settings
Configure the general settings for UPnP.

5G Router

ActivesUPnp  Seftings  ACL

88 Dashboard

# System Universal Plug & Play

Services = UPnP allows clients in the local network to automatically configure the router.

General Settings Advanced Settings

Start UPnP and NAT-PMP service

Enable UPRP functionaiity ()

Policy Routing
Enable NAT-PMP functionality (@
MWAN3 Helper

Enable secure mode
Network Shares
= Wi Enable KDv1 mode

@& Network

@ VPN Enabie additional logging
Logout

Downlink

Uplink

Port

Advanced Settings

Configure advanced settings for UPnP.
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& System

Remote Manager

Shares

Actives UPnp Sefttings ACL

Universal Plug & Play

UPnP aliows clients in the local network to automatically configure the router.

General Settings Advanced Settings

Report system instead of daemon (@

uptime

Device UUID

Anncunced serial number

Annocunced model number

Motify interval

Clean rules threshoid

Clean rules interval
PresentationURL  hitpu/192.168.

UPnF lease file

Use STUN

ACL

ACLs specify which external ports may be redirected to which internal addresses and ports.

5G Router
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# System

Services -~

Network Shares
* WiFi
@& Network
@ VPN

Logout

Actives UPnp Settings ACL

MiniUPnP ACLs

ACLs specify which external ports may be redirected to which internal addresses and ports

Comment External ports Internal addresses. Intermal ports
Allowe high ports 1024-45535 0.0.0.0i0 1024-65535
Default deny 0-65635 0.0.0.0/0 0-46536

allow

=
il

st g AU

Watchcat

Here you can set up several checks and actions to take in the event that a host becomes unreachable.
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Watchcat
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the Add button at the bottom to set up more than one action,

Here you can set up several checks and actions 1o take in the event that a host becomes unreachabie. Clict

Watchcat

These rules will govern haw this device reacts to netwark events

Name Mode Period HostToCheck Checkinterval Ping PacketSize Force Reboot Delay  interface  Name of ModemManager interface  Unlock Modem Bands

R Cfg0te0ld ping reboot  6h 8888 308 standard 30 none unspacified No =

Network Shares

* WiFi

SNMPD

Configure SNMP related information.

net-snmp's SNMPD

SNMPD is a master daemen/agent for SNMP, from the net-snemp project. Note, OpenWrt has mostly complete UCH support for snmpd. but this LuCl applet only covers a few of thase options. In
particular, there is very little/no validation or help. See ietciconfiglsnmpd for manual configuration.

Agent settings

The address the agent should listen
Dynamic DNS
on
UPNF

Watchcat

AgentX settings

Delete this section to disable agentx

DELETE

@& Network The address the agent shouid aow

@ VPN agentx connections to

com2sec security

PUBLIC

secname

ser2net
Settings

Configure the general settings for ser2net.
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3% System Ser2Net Settings -- Global

Global and Control Port and Serial Port Default value Settings.

Remote Manager

Global switch

uHTTPd
Dynamic DNS

R Enabled

Watchcat
Policy Routing
Control port
MWAN3 Helper
SNMPD
Enabled

serznet

Network Shares Lo
Binding address

< WiFi

@ Network

Controf port

& VPN

Logout

Default settings

Baud rate 5200 v

Data bits

Proxies

TCP server, combined with RS485 or RS232 serial port, enables transparent transmission between
TCP client and serial port.
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® System Ser2Net Settings -- Proxies
Piries Sehings
Remote M =
Name Enabled Service port Protocol Timeout Device Baud rate Data bits Parity Stop bits
uHTTPd
Dynamic DNS RS232 No BOCO raw o IdevittyS1 115200 8 none 1 m DELETE
uUPnP

Watchcat RS485 No 5001 raw o idevitty52 15200 8 none 1 m DELETE

Policy Routing
MWAN3 Helper
SNMPD

ser2net

MNetwork Shares
bl SAVE & APPLY ~ RESET

= WiF
@ Network
& VPN

Logout

Network Shares

General Settings
Configure general settings for SMB.
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#R System Ksmbd/Kmod Version 3.4.5
General Settings Edit Template
Remote
Interface  unspecified v

uHTTPd
Dynamic DNS
uUPnP

Workgroup
Watchcat
Policy Routing Description
MWAN3 Helper
SNMPD Allow legacy (insecure)

ser2net .
seren protocolsfauthentication,

Network Shares

= Wi - =
e Shared Directories
@ Network
Please add directories to share. Each directory refers to a folder on a mounted device.

& VPN Name Path Browse-able Read-only Force Root Allowed users Allow guests Inherit owner Hide dot files Create mask Directory mask

Logout This section contains no vaiues yet

SAVE & APPLY ~ RESET

Edit Template

Edit the template used to generate ksmbd settings.
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R System Ksmbd/Kmod Version 3.4.5

General Settings Edit Tempiate

Remote Manager
2 Edit the template that is used for generating the ksmbd configuration

uHTTPd T
[global]
Dynamic DNS netbios name = |NAME|
. server string = |DESCRIPTION|
UPAP workgroup = |WORKGROUF|
- interfaces = |INTERFACES|
bind interfaces only = yes
Watchcat ipc timeout = 20

deadtime = 15

map to guest = Bad User
smb2 max read = B4K

smb2 max write = 64K
MWAN3 Helper smb2 max trans = 64K
cache read buffers = no
cache trans buffers = no

Policy Routing

SNMPD
ser2net

Network Shares

< Wik
@ Network
@ VPN
Shared Directories
Logout
Please add directories to share. Each directory refers to a folder on a mounted device.

Name Path Browse-able Read-only Force Root Allowed users Allow guests Inherit owner Hide dot files Create mask Directory mask

This section contains no values yet

SAVES&APPLY = SAVE RESET

WiFi Function Introduction

2.4GHz and 5.8GHz

The settings for 2.4G and 5.8G WiFi are the same. Taking 2.4G WiFi settings as an example.

Overview
2.4G WiFi overview.
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® System Wireless Overview

MT7981.11
WiFi - g Work mode: AP

r Interface: ra0 | Type: AF | SSID: 4G | Channet: &
BSSID: 38:80:38:3c4:18 | Mode: mode

Interface: | Type: 5TA | Status: Discannected
2 Wireless is disabled or not associsted
@ Network
@ VPN

General Control
Configure the parameters for 2.4GHz wireless network.

5G Router

Cverview General Control Guest Network Bridge Access Control Radius Settings Advanced Settings

88 Dashboard

R System WIFi 2.4G Settings
e
rvices Configure the parameters for 2.4GHz wireless network.
WiFi v
Enable
5.8GHz
55D
@ Network
@ VPN Hide ESSID
Logout

Wiraless Moda
Authentication Method FA2-F ~
WPA Encryption

WPA Pre-Snared Key  sseesess '

Rekey Method k v

Ragio Channel

Extension Channel

max sta connection number

Guest Network
Configure the parameters for 2.4GHz wireless network.
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Overview General Control Guest Network Bridge Access Control Radius Settings Advanced Settings
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® System WIFi 2.4G Guest Settings

Configure the params of 2.4G wireless for Guest AP

Enabie

@ Network

@ VPN

How

Bridge

Configure the params of 2.4G wireless for Operation Mode.

5G Router

Overview General Control Guest Network Bridge Access Control Radius Settings Advanced Settings

88 Dashboard )
¥ System WiFi 2.4G Bridge Settings
IE Services

Configure the params of 2.4G wireless for Operation Mode

Wireless Operation Mode

Wireless AP-Client Role
@ Network

@ VPN Wireless Channel
Logout

Remote S5I0

APcli Bssid

Authentication Methad

WPA Encryption

WPA Pre-Shared Key n

m il

Access Control
Control access by setting up a MAC address list to determine whether the device is allowed to connect.



GuestNetwork  Bridge  AccessControl  RadiusSettings  Advanc

WIFi 2.4G MAC Filter Settings

Control access by setting up a MAC address fist to determine whether the device is allowed to connect

Filter Rules

MAC List &
@ Network

@ VPN

Logout

SUBMIT

Radius Settings

Configure the params of 2.4G wireless for Operation Mode.

5G Router

Overview  General Conrol

Guesthetwork  Bridge  AccessComirol  RaediusSeitings  Advanced Settings
8 Dashboard

3 System WiFi 2.4G Ridius Settings
Eiatrvioes Configure the pararma of 2.4G wirsless for Operation Mads
WiFi

RADIUS Server

RADIUS Port

RADUIS Key H
Logout

Advanced Settings

Configure the advanced params of 2.4G wireless.
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® System WiFi 2.4G Settings
i= Services

2.4GHz HT Spatial Streams TX 2 v

Configure the advanced params of 2.4G wireless

HT Spatial Streams RX 2R v
& Network
& VPN Enable Energy Saving Green AP
Logout

Set AP Clients Isolated

Preamble Type v

Fragmentation Threshold

RTS Threshold

DTIM Interval

Beacon Interval

Introduction to Network Functions

Interfaces

Interfaces
View and configure device interfaces.
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® System

Services

Interfac
DHCP and DNS
Hostnames
Static Routes
5GM QoS
Diagnostics

Firewail

Cellular

Logout

Interfaces

Interfaces

GUEST

br-guest

¥ TLE

br-lan

Global network options

Protocol: Static address
RX: OB (0Pkts)
TX: OB (O Pkts.)
Error: Network device is not present

Protocol: Static address
Uptime: Oh 50m 393
MAC: AB:80:38:3A:C4:18
RX: 2.36 MB (13284 Pkts.)
TX: 15,23 MB (16026 Pkts.)
IPva: 192.168.99.1/24
IPvé: fds0:492d:2587::1/60

Protocol: DHCF client
MAC: Ag:80.33:3A.C41A
RX: OB (O Pkts.)

TX: 0B (0Pkts)

Protocol: DHCPvé client
MAC; AB:80:38:3A.C41A
RX: 0B (O Pkts.)

TX: 0B (0Pkts)

Protocol: DHCP client
RX: 0B (0 Pkis)
TX: OB (O Pkis.)
Information: Not started on boot

Protocol: DHCPvé client
RX: OB (O Pkts.)
TX: 0B (0 Pkts.)

EDIT ELETE

Lo [=or

apcli? Information: Naot started on boot
Protocol: DHCF client
R OB (O Pkts.) 5
apciixd Information: Not started on boot
WISPSS
nrwen .

Devices
View and configure physical information of device interfaces.
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R System

Services

* WiFi

Interfac

DHCP anc

Firewall

Cellular

Load Bal

Logout

Interfaces Devices

Devices
Device

& br-lan

P n2

land

&7 br-guest

Global network options

Type

Bridge device

Network device

Network device

Bridge device

Network device

Network device

Network device

Network device

Network device

Network device

Network device

MAC Address

AB:80:38:3A:C4:1B

AB:80:38:3A:C4:18

AB:BO:38:3A:C41A

AE:80:38:3A:C4118

AZ2:80:38:3A:C4098

00:00:00:00:00:00

2A:CB:89:02:31:16

SE:9A3AOF:9D:70

2A:CBB9:02:31:16

2A:CE:B89:02:3116

MTU

1600

1600

1500

1500

1450

1500

1500

1500

1500

DHCP and DNS

General Settings

Configure general settings for DHCP and DNS.
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R System
= Services
+ WiFi

nterfaces

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for N

Server Settings
General Settings Resolv and Hosts Files TFTF Settings Advanced Settings

Domain required

Authoritative
Local server
Local domain
Log querles

DNS forwardings

Addresses routerlocall192.168.0 -

Rebind protection

b
-

Static Leases

TFTP Settings

Configure the general settings for the TFTP server.

5G Router

B8 Dashboard

& VPN

Logout

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls
Server Settings
General Seftings Resolv and Hosts Files TFTP Settings Advanced Settings

Enable TFTP server

TFTP server root

Networkbootimage  pxelinux.0

Static Leases

Advanced Settings
Configure advanced settings for DHCP and DNS.
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System

ViFi

nterfaces

DHCF and DNS

Legout

DHCP and DNS

Drismasa fs a combined DHCP-Server and DNS-Forwarder for NAT firewalls

Server Settings

‘General Settings Resolv and Hosts Files TFTP Settings. Advanced Settings Static Leases

Suppress logging
Allocate IP sequentially
Filter private

Filter useless

Localise queries

DMSSEC

DNSSEC check unsigned

Expand hosts

No negative cache

Static Leases

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients.

5G Router

Dashboard

System

Services

WiFi

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls

Server Seftings

General Settings Resolv and Hosts Flles TFTP Settings Advanced Settings Static Leases

Static leases are used to assign fixed IP addresses snd symbelic hostnames to DHCP clisnts, They are also required for non-dynamic interface configurations where only hasts with a

e entry. The MAC addreas identifies the host. the [Pus address specifies the fixed address to use, and the Hostname s assigned as a symbolic namie to the
he optional Lease time can be used to set non-standard host-specific lease time. e.g. 12h, 3d or infinite.

MAC-Address. 1Py4-Address Lease time oup 1Pyé-Suffix (hex)
This section contains no vales yet
Active DHCP Leasss
Hostname IPvé address MAC address Lease time ramaning

DESKTOP-genghai (DESKTOP-ganghailan) 192.168.99.208 AABOSEI945:88 11h 10m 578

Active DHCPvé Leases

Host DUID Lease time remaining

There ars no active leases

Hostnames

Configure the association information between the host name and IP address.
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R System Host entries
i= Services
* WiFi

D

Interfaces

This section contains no values yet

DHCP and DNS

Hostnames

Static Routes

SOM QoS

Diagnostics

Firewsal

Cellular

Load Balancing

@ VPN

Logout

Static Routes

Overview
View local ARP tables and routing tables.




Logout

Overview Setting
Routes
The following rules are currently active on this system
ARP
1Pv4 address MAC address Intertace
1921689910 AABO38:39:45:48 fan
192.168.99.208 AR08 3745168 lan
10.79.871 42:86:3B27A&FA wwan
Active |Py4-Routes
Network Target 1Pvd gateway Metric Table Protocol
rwan 0.0.0.0/0 10.79.871 4 main static
wwan 10.79.87,0/24 - 4 main static
lan 192168.99.0/24 - o main kemel
IPvé Neighbours
Pvé address MAC address Interface
Active |Pvé-Routes
HNetwork Target Source Metrie Table Protocol

Setting

Static IPv4 Routes

Static IPv4 routes specify over which interface and gateway a certain host or network can be reached.

5G Router

22 Dashboard

& System

IE Services

* WIF

Interfaces

Overview  Setting

Routes

Routes specify over which interface and gateway a certain host or network can be reached

Static IPv4 Routes Static IPvé Routes

Static IPv4 Routes

Target IPv4-Netmask IPy4-Gateway On-Link route

This section containg no valuwes yet

SAVEGAPPLY = SAVE E

Static IPv6 Routes

Static IPv6 routes specify over which interface and gateway a certain host or network can be reached.
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R System Routes

= Service
o Sereces Routes specify over which interface and gateway a certain host or network can be reached.

F Wi Static IPv4 Routes Static IPvé Routes
Pt e R

interface Disable Target IPvs-Gateway Metric On-Link route

This section contains no values yet

SAVE & AP - RESET

Logout

SQM QoS

Configure the priority of network traffic.

5G Router

Smart Queue Management

#3 Dashboard
With SOM you can enable traffic shaping, better mixing (Fair Queusing), active queue length management (AQM) and prioritisation on one network interface.
R System

Services Queues

i

+ WiF Name Enable this SOM instance. Download spesd (ingress)  Upload speed (egress) Gueusing discipline Queus setup script  ECN (ingress)  Hard queus limit (sgress)  Link layer

Network -

Interfaces

DHCP &

Hostnames

Static Route

i m m

@ VPN

Logout

Diagnostics

You can determine the network status of the router through this page.
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System
= 1PV4 PING

Services

%

* WiF PING openwrt.org (64.226.122.113): 56 data bytes
64 bytes from 64.226.122.113: seq=0 tt =363.074 ms
64 bytes from 64.226.122.113 ttl=42 time=281.982 ms

64 bytes from 64.226.122.113 ttl=43 time=481.857 ms
64 bytes from 64.226.122.113: seq=4 ttl=43 time=361.624 ms

--- openwrt.org ping statistics ---
5 packets transmitted, 4 packets received, 20% packet loss
round-trip min_-‘avg;‘max = 281.982/352.134/401.857 ms

Hostnar

Static Routes

SOM Gos

® VPN

gout

Network Utilities

R System
:

F WiR traceroute to openwrt.org (64.226.122.113), 3@ hops max, 46 byte packets
18.79.87.1 2.886 ms

172.21.1.1 29.205 ms

183.233.75.153 36.635 ms
221.183.146.177 29.774 ms
221.183.167.38 43.925 ms
221.183,02.214 36.402 ms
221.183,92.198 36.271 ms
18 223.120.14.253 237.937 ms
11 223.120.18.226 320.663 ms
12 195.66.231.145 318.742 ms

[P T ARy

3 *
14
15t
16 *
17 *
Fiomll 18 £4,226.122.113 273.903 ms
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® System

IPVAPING = T 1 IPV4 TRACEROUTE + 1 NSLOOKUP
i= Services
* WiFi Server: 127.0.0.1

Address: 127.0.0.1853
Network v
Name: openurt.org

Address 1: 64.226.122.113
Address 2: 2a03:b8c0:3:d0::1a51:c001

Cellular

Load Balancing
@ VPN

Logout

Firewall
Status

IPv4 Firewall
Display IPv4 firewall rules.
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Status PortForwards  TrafficRules NATRules  Custom Rules

General Settings

#28 Dashboard

Firewall Status

Services

HIDE EMPTY CHAINS SHOW RAW COUNTERS RESET COUNTERS RESTART FIREWALL

F WiFi IPva Firewall  IPvé Firewall

Tabile: Filter

Chain INPUT (Policy: ACCEPT 0 Pachsts. 08 Traffic)

Phts. Traffic Target Prot. In Out Source Destination Options Comment
Hostnames
4K 307,85 KB ACCEPT all o = 0.0:0.0/0 0,0.0.0/0
10.57 K 176 MB input_rule al * . 0.0.0.0/Q 0.0.0.000 « Custom input rule chain
PE9K 53MB ACCEPT all = N 0.0.00/0 0.0.0.0/0 tate RELATED ESTABLISHED -
a3 432KB =ym flood tep . 5 0.0.0,0/0 tep flage:0x17/0n02 -
wcing
] oB zone _vpn input all wfrmo = 0.0.0.0/0 0.0.0.0/0
@ VeN Sl
&75 23336 KB al brelan N 0.0.0.0/0 0.0.0.0/0
o 0B 26ne wan Input sl land - 0.0:0.0/0 0.0.0.0/0 - -
Lo 4008 all usbQ ~ 0.0.0.0/0 0.0.0.000
o oB 2one_wan_input sl apclie = 0.0.0.0i0 - -
o 0B zone wan input all apclix? = 0.0.0.0/0 00.0.00

IPv6 Firewall
Display IPv6 firewall rules.

5G Router

Status eral Settings Port Forwards Traffic Rules MNAT Rules Custom Rules
® Syster Firewall Status
= Services
HIDE EMPTY CHAINS SHOW RAW COUNTERS RESET COUNTERS RESTART FIREWALL
F Wik P4 Fi 4
irewall IPvé Firewal

Chain INPUT (Poicy: ACCEPT .0 Paciets, 0 B Traffic)

Pkts. Traffic Target Prot. In Out Source: Destination Options Comment
668 5123 KE ACCE all lo "
264 5224 KB input_rule all - . 0 o - Custom input rude chain
Firewall m 40.26 KB ACCEFT all i E o J0 ctstate RELATED ESTABLISHED
Colion [} o8 ood top . " -i0 top flage:Ox17/0N02
Load Balancing
o of zone.vpn_input all xfrm0 » =io 0
@ VPN
o 0B zone _lan input all br-lan ¥ 0 10 - -
Q 0B all land N =] 40
151 1n.e8 kKB all usbO - =]
o o8 sl spcke * Jo fo
o o all apclix¥ » 0 40

General Settings
The firewall creates zones over your network interfaces to control network traffic flow.
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Enable SYN-flood protection

& Dashboard Drop invalid packets
&

R System

Input

= Services

4

WiF Output

Network v
Forward

Routing/NAT Offloading
Experimental feature. Not fully compatible with GoS/SOM.

Softwara Tiow ofoading

= Zones

@ VPN
g Zone = Forwardings Input Output Forward Masquerading
goL
vpn = lan =
=
0 =
wan

e = o 5 = s a =
m - L N ’ =

Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or service
within the private LAN.

5G Router

Status  GeneralSettings = PortForwards  TrafficRules  MAT Rules  Custom Rules

88 Dashboard

R System Firewall - Port Forwards

Port forwarding allows remote computers on the Internet 1o connect to a specific computer of service within the private LAN.
< WiFl
Port Forwards
Network L4
Name Match Action Enable

This section containg no values yet

-

&

Logout

Traffic Rules

Port forwarding allows remote computers on the Internet to connect to a specific computer or service
within the private LAN.
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23 Dashboard
*® System

= Services

* WiFi
Network v
nterfaces
DHCP and DNS
Hostnames

Static Routes

SOM QoS

Load Balancing
& VPN

Logout

Status

GeneralSeftings  Port Forwards

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones. for example to reject traffic between certain hosts or 1o open WAN ports on the router.

Traffic Rules

Name

Abow-DHCP-Renew

Allow-Ping

Allow-DHCPvS

Allow-ICMPys-Input

Allow-ICMPvé-Forward

Allow-IPSec-ESP

Traffic Rules MAT Rules Custom Rules

Match

Incoming i, protocel LIDP
Frer wam
Yo thisdevice port s
Incoming iPv, protocal (CMP
From | wen
To  thisdevios

ncoming (v, protocol IGMP
From | iwen
To  ohis device

Incoring iPvé, protocol LDP
Feoem [0
To thisdevice port 54

Incoming (Fv, protocol /CMP
From [ wan | 1P =80

To  this device

Incoming [Pva, protocel [CMP
From | wan
To  ohis device
Limit matching to 1000 packets per second

Forwarded 1Pvs, protocol ICMP
From | wan
To anyzone

Limit ing to 1000 packets per second

Forwarded (Pv4land IPvé, protocol IPSEC-ESP
From| wan
To lan

Enable

Acceptinput u =

o [
Lo [

Acceptingut = DELETE

Acceptinput

Accsptinput -]

s -
Accapt forward u = DELETE

NAT Rules

NAT rules allow fine grained control over the source IP to use for outbound or forwarded traffic.

5G Router

82 Dashboard

%

System

E Services

* WiFl

HCF and DNS

Hostnames

@ VPN

Logout

Port Forwards

Status

General Settings

Firewall - NAT Rules

Traffic Rules NAT Rules Custom Rules

NAT rules allow fine grained contral over the saurce IP to use for outbound or forwarded traffic.

NAT Rules

Name

Action

This saction contains no values yat

WE & APPLY =

Custom Rules
Custom rules allow you to execute arbitrary iptables commands which are not otherwise covered by the
firewall framework.




Status  GeneralSettings  Port Forwards  TraficRules  NATRules  Custom Rules

R System Firewall - Custom Rules

Custom rules allow you 1o execute arbitrary iptables commands which are not otherwise covered by the firewall framework. The commands are executed after each firewall
restart, right after the default ruleset has been loaded,

# This file is interpreted as shell script.
# Put your custom iptables rules here, they will
# be executed with each firewall (re-)start.

# Internal uci firewall chains are IUshed and recreated on reload, So

# put custam rules into the root chains &.g. INPUT or FORWARD o into the

# special user chains, 8.9. iINput_wan_rule or postrouting_lan_rule.

iptables -t mangle -A FORWARD -m dscp --dscp-class BE -] MARK --set-mark O
Iptables -t mangle -A FORWARD -m dscp --dscp-class C52 | MARK —set-mark 2
iptables -t mangle -A FORWARD -m dscp --dscp-class C54 -j MARK --set-mark 4
iptables -t mangle -A FORWARD -m dscp --dscp-class C56 -j MARK —set-mark ¢

DHCF and

Hostnames

Cellular

Information
Cellular's inormation for sim and Modem's information.

Information  Setting  LockBands  NetSelect

board

R System Cellular Information

Celular's inermation for sim and Madem's information.

* WiF Manufacturer Guectel Band ®
Madel RMSQOU-CN Maode NREG-SA
TR Softwars Version RMBEOOLCNAARDIATEMAG, 010 MNC 460000
) IMEL 868227050435833 caaiD
s
SIM DY PhyosliD &60
MS! 460003462287941
L] E7860000192288007522
Operator cMee
Dlagnos RSAP 87 RSRO 4
Pt SINR 20 S5

Setting

General Settings
Configure the general settings for the cellular.
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Information ~ Setting  LockBanas  Net Select

88 Dashboard
R System Cellular Setting
= Services 5
Set the params for the Cellular internet.

* WiF

GenersiSettings  SIM Seftings

MTU

Pimn

NAT Mode

SAVE E APPLY SAVE

SIM Settings

Configure the general settings for the SIM.

5G Router

Information ~ Sefting  LockBands  NetSelect

88 Dashboard

Cellular Setting
Set the params for the Cellular internet.

GeneralSettings  SIM Seftings

APN
PIN

PDP Context

POP Type

Authentication Type

@ VPN SAVE & APPLY SAVE

Logout

Lock Bands

Cellular's inormation for sim and Modem's information.



information Seftting Lock Bands

Net Select
Lock Bands
= Service: Lock The Cellular Modem's band and frequency
* ViFi
MRSG Bands  Bend1 Band 28 Band 41 Band 77 Band 78 Band 79
\TEBands Band1  Band2  Band3d  Band5  Band7 = Band8 | Band20  Band28  Band 34
Band 40 Band 41

Band 38 Band 39

Lock Celi Switch

Current Lock (E)arfen

Current Lock PCID

Net Select

5G Router

information

setting  LockBands | NetSelect

Selection of network

Seletion network mode of the cellular such as Automatic GEM only or WCDMA only LTE only and =0 on

Network Selsction

| LE
NRSG Onby

Load Balancing
Overview

Display the gateway exit interface activation status.

Seletion network mode of the cellular such as Automatic or WCDMA only or LTE only and NR5G only.
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Overview  Globals Interfaces  Members  Policies Rules  Motification Detail Diagnostics  troubleshooting
8 Dashboard
® System
Interface: wisp5é Interface: wisp2é

EL Status: No Tracking Status: No Tracking
F WiF

Inte Interface: wan Interface: wisp§ Interface: wisp2 Interface: wané

DHCP and DNS Status: No Tracking Status: No Tracking Status: No Tracking Status: No Tracking

Hostnames

Static Routes

Firewall

Cellular

Interfaces
View and configure general settings for the load balancing interface.

5G Router

Overview Giobals Interfaces Members Poiicies Rules Notification Detall Diagnostics  troubleshooting

Dashboard

MWAN - Interfaces

There are cumrently B of 40 supported interfaces configured
WARNING: Interface wwané has no defauilt route in the main routing table
* WIF WARNING: Inerface wwané has a duplicate metric 4 configured
WARNING: Interface wisp56 has no defauit route in the main routing table
v WARNING: interface wisp56 hi
WARNING: Interface wisp26 has no default route in the main routing table
Interfaces WARNING: Interface wisp26 has a duplicate metric 2 configured
- - WARNING: Interface wan has no default route in the main routing table
DHCP and DNS WARNING: Interface wispS has no default route in the main routing table
WARNING: Interface wisp2 has no defaut route in the main routing table
WARNING: Interface wané has no default route In the main routing table

Hostnames

frwan requires that allinterfaces have s unique metric

MNames must match the interface name four

MNames may contain characters A-Z. a-2. 0-9, _and no spaces

Interfaces may niot share the same name as configured members. policies or rules

Name Enabled Tracking method Tracking reliabity Ping interval Interface down Imerface up Metric

PRSI o : o0 5 2 =
wanb No ping 2 10 5 2 - m
ez N = : 108 s 2 2
ezs 1o s . s 5 2 2
st ping 2 105 : 2 s [ o |
s o = 2 10s 5 > )

Members
View and configure the number of hops and weights for load balancing members.




5G Router

Overview Globals Interfaces Members Policies Rules Motification Detail Diagnostics

R System MWAN - Members

Services

Mermibers are profiles attaching a metric and welght to an MWAN interface
Names may contain characters A-Z, 8-2, 0-

* WiF

_and no spaces

Members may net share the same name as configured interfaces. s
Name Intertace Metric Weight

Interfaces

DHCP and DNS wan_m1 w3 wan 1 3

iostnames

WispZ_m2_wd wisp2 2 3
wisps_m3_w3 wisps 3 3
Firewall
wewan_mié_w3 wwan 4 3
@ VPN wané_m1_ w3 wané 1 3
wisp26_m2_ wi wizp2e 2 3
wispSs_m3 w3 wispse 3 3
wwans_ma_w3 wwans 4 3

troubleshooting

Policies
View and configure traffic policies for load balancing members.

5G Router

Overview  Globals  Interfaces  Members  Policies  Rules  Notification  Detsil  Diagnostics

% Dashboard

#® System MWAN - Policies

Servic

Policies are profies.

ping ane or more members controling how MWAN distributes traffic
< Wi - “
7 WIF Member interfaces with lower metrics are used first
Member interfaces with the same metric will

Load-balanced member interfaces di

load-balanced
bute more traffic out i

e with higher weighta
Mames may contain char
Nar

Name Last resort
Hostnames
wan_only unreachable (reject)
wisp2 m2 w3
wisp2_only \w:?a sl unreschabie (rejsct)
= wispS m3 wi PSR,
wispS_only Nt unreschisbie reject)
wwan_md_wd i
wwan_only e i unreachable (reject)
falover unreachable (reject)
wané_mi_w3
fadovers Whaph BiE 41, unreachatie {reject)

wisp36_m3 w3
wwans_ma_wl

troubleshooting

Rules
Rules specify which traffic will use a particular policy.
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88 Dashboard

® System MWAN - Rules

i= Services

Rules specify which traffic will use a particular MWAN policy
Rules are based on IP address, port or protocol

Rules are matched from fop to bottom

Rules below a matching rule are ignored

Traffic not matching any rule is routed using the main routing table
Interfaces Traffic destined for known (other than default) networks is handled by the main routing table

Traffic matching a rule, but all WAN interfaces for that policy are down will be blackholed
YHCP and DNS
DHCP and DNS Names may contain characters A-Z, a-z, 0-9. _and no spaces

Rules may not share the same name as configured interfaces. members or policies

Name Source address Source port Destination address Destination port Protocol Policy assigned

5QM QoS

default_rule_v4 - - 0.0.0.0/0 —_ all failover - - EDIT DELETE
Diagnost
Firewall — 1 ]

default_rule_vé = - o - all failovers EDIT DELETE
Cellular |

Load B

@ VPN

Logout

Diagnostics
Determine the network status of the load balancing interface.
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Overview Globals Interfaces Members Policies Rules Motification Detail Diagnostics troubleshooting

28 Dashboard
3® System MWAN Status - Diagnostics
i= Services
* WiFi Interface

Interfaces o

Task
DHCP and DNS

Hostnames

Static Routes
SQM QoS

Diagnostics

Firewall

Cellular

Load Balancing

@ VPN

Logout

Introduction to VPN Functions

IPSec

Status
Check the status of |IPSec.
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Status  Settings

8 Dashboard
3® System strongSwan Status
£ Services
e Stats
F WiFi
@& Network 5 =
s i Uptima 9 Holrs. 25 Seconds
Daamon charen
Active IKE_SAs o
Logout
Haif-Open IKE_SAs o

Security Associations (SAs)

Name State Remote IKE Version Estabiished for Reauthentication in Details

Settings

Remote Configuration
Define Remote IKE Configurations.

5G Router

Status  Seltings

28 Dashboard
® System strongSwan Configuration

= Services

Configure strongSwan for secure VPN connections

< WiH Remote Configuration Tunnel Configuration Encryption Proposals Ganeral Settings
@ Network Remote Configuration
VPN v

Define Remote IKE Configurations

Name Enabled Gateway (Remote Endpoint) Crypto Proposal Tunnel

Hac Yes 19216818857 phase 1 seitings H3C Tun eom | DELETE

Tunnel Configuration
Define Connection Children to be used as Tunnels in Remote Configurations.
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Status Settings

B Dashboard
® System strongSwan Configuration
&= Services Canfigure strongSwan for secure VPN connections
* WiF Remote Configuration Tunnel Configuration Encryption Proposals General Settings
@ Network Tunnel Configuration
VPN v
Define Connection Children to be used as Tunnels in Remote Configurations.

IPsac Name Local Subnet Remate Subnet Crypto Proposal

S
H3C_Tun v 3. phase_1_settings EDIT DELETE
Logout

et -

Encryption Proposals
Configure Cipher Suites to define IKE (Phase 1) or ESP (Phase 2) Proposals.

5G Router

Status  Settings

88 Dashboard
R System strongSwan Configuration
E Services Configure strangSwan for secure VPN connections.
* WiFi Remote Configuration  TunnelConfiguration  Encryption Proposals  General Settings
@ Encryption Proposals
VPN v
gure Cipher Suites ta define IKE (Phase 1) r ESP (Phase 2) Proposals
Name ESP Proposal Encryption Algorithm Hash Algorithm Diffie-Hefiman Group PRF Algorithm
phase_1_settings Ne ades s modp1024 none EDIT DELETE

General Settings
Configure the general settings for IPSec.
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%

System

Services

= WIiFi
& Network
VPN v

IPsec

OpenVPN

Logout

Status  Settings

strongSwan Configuration

Configure strongSwan for secure VPN connections,

Remote Configuration Tunnel Configuration

Encryption Proposals

General Settings
Zone von [ o
Listening Interfaces wan:
Debug Level

General Settings

SAVE & APPLY ~ RESET

OpenVPN

View and configure instances of OpenVPN.
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28 Dashboard

R System OpenVPN instances

= Services

L elow is a list of configured OpenVPN instances and their current state

= WIiFi Name Enabled Started Start/Stop Port Protocol
& Network

VPN v

custom_config no START = 2 EDIT DELETE
IPsec

sample_server no START 194 udp E DELETE
OpenVPN
Logout

sample_client no START = udp DELETE

Template based configuration

VPN configuration file upicad

Choose File | N € UPLOAD

SAVE & APPLY

Introduction to Exit Function

Click to log out of the management page and log in directly.

Typical Application
APN/VPDN Dedicated Network Card

When the user's SIM card uses a dedicated network interface card with APN function, the router can be

modified according to the following configuration to enable the router to dial up and connect to the private
network normally.



1. In Network > Cellular > Settings > SIM Settings, fill in the APN or VPDN parameters provided by the
operator in the corresponding location, and click "Save and Apply".

5G Router
information = Sefting LockBands  NetSelect
28 Dashboard
¥ System Cellular Setting
= Services Set the params for the Cellular Intemet.
< WIiFi
General Settings SIM Settings
APN
Interfaces
DHCP and DNS
PIN
Hostnames
Static Routes PDP Context i
SOM Qx
Diagnostics PDP Type
Firewall
Authentication Type
Cellular
Load Balancin
2o 9 PAP/CHAP username
@ VPN

Logout PAP/CHAP password ~ «sees .
oL

SAVE & AFPLY L

2. Check the network by ping to a specify ip address via the network diagnosis page to determine whether
the connection is normal and working.
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Network Utilities
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R System
IPV4APING = j IPV4 TRACEROUTE = ] NSLOOKUP
i= Services

= WIiFi PING 8.8.8.8 (8.8.8.8): 56 data bytes
64 bytes from 8.8.

8

8.8: seq=0 ttl=580 time=63.248 ms

64 bytes from 8.8.8. seq=1 ttl=50 time=69.222 ms

64 bytes from 8.8.8. seq=2 ttl=50 time=84.899 ms
8.8.
1

B:
B:

64 bytes from 8. B: seq=3 ttl=50 time=124.576 ms
8:

Interfaces 64 bytes from 8.8.8.8: seq=4 ttl=50 time=84.301 ms
DHCP and DNS --- 8.8.8.8 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
Hostnames round-trip min/avg/max = 63.248/85.249/124.576 ms
tatic
5QM Qo
Diagnost
Firewa
-allular
Load Balancing
@ VPN
Logout

WIFI Relay / Repeater

The wireless repeater function is to use the router's WIFI as the wireless client terminal to connect to
another existing WIFI hotspot. This solution can use the network of the other router or hotspot to reduce the
use of cellular traffic. The specific configuration is as follows:

1. WiFi > 2.4GHz or 5.8GHz > Bridge, select "AP-client+AP" for operation mode, select "WAN (wireless
ISP)" for AP-client role, click "Scan" to search for surrounding wireless networks.
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Overview  GeneralControl  GuestMetwork  Bridge  Access Control  Radius Settings  Advanced Settings

88 Dashboard

#® System WIFi 2.4G Bridge Settings
= Services Configure the params of 2.4G wireless for Operation Mode
2.4GHz Wireless Operation Mode
5.8GHz
Wireless AP-Client Role AN(Wireless ISP v
@& Network
& VPN Wireless Channel
Logout I.‘
Remote SSID
APcli Bssid
Authentication Method
WPA Encryption r E v

WPA Pre-Shared Key .

m suBMIT

2. Select the hotspot you want to connect to, and click "Choose This". The router will automatically fill in
the parameters of the hotspot into the column field according. If the hotspot has a password, you need to
manually fill in the password and click "SUBMIT".
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Overview General Control Guest Network Bridge Access Control Radius Settings Advanced Settings

28 Dashboard

# System WiFi 2.4G Bridge Settings
Services Configure the params of 2.4G wireless for Operation Mods
Wik SSID Channel BSSID Security RSSI Action
goodak 6 182AET-AA3184 WPAZPSKIAES 68 Choose This
T 12100-test 1 ABBO3BIBFC:64 WPAZPSKIAES a ChooseThis
LTE-2G-3AC388 1 ABBOIBIACIES WPAZPSK/TKIPAES 100 Choose This
@ Network 3AC38 ALBOBEINCIES WPAPSKWPAZPSKIAES 100 Choosa This
@ VPN LTE-410048 1 ABBO38:41:00-A8 WPAPSKWPAZPSK/TKIPAES ] Choose This
Movingcomm-2.4GHz 1 AB-BO:38:31:0FDé WPAPSKWPA2PSK/TKIPAES 26 Choose This.
Logout
LTE-2G-46AD70 1 ABBOEASADTO WPAZPSKIAES 100 Choose This
test 1 ABBOABIATLIL WPAPSKWPAZPSK/TKIPAES o Choose This
MCT24 1 ABBO38:4Z6F 78 WPAZPSKIAES 70
LTE-2G-39D9C 1 AA80:38:39.09.C8 OPEN/NONE LE Choose This
-2t Te) ABB0-38:30r4E:88 WPAPSKWPAZPSKITKIPAES 23 Choose This
LN 1 WPAPSKWPAZPSKIAES 2 Choose This
308 1 98 EECAS&DAFC WPAIPSKIAES 10 Choose This
sge0as 3 ABBOEI0:63:04 WPAZPSKIAES 20 Choose This
ChinaNet-WviG 4 Foite2e.5FIDAT7 WPAPSKWPAZPSKITKIPAES o Choose This
MCT2.4 4 ASBOBEAAC244 WPAPSKIAES 2 Choose This
MCT24 5 AB-BO-38:46:35:30 WPAZPSKIAES 67 Choose This
NIS-HomedAP & ABBO3E A8 35:48 WPAZPSKIAES 100 Choose This
NIS-HomeAP-3528 6 ABBO-38:44:35:28 WPAZPSKIAES 100 Choose This
NIS-HomeAP “ AZBO38:44:362C WPAZPSKIAES 5 Choose This
NIS-HomeAP s ABBO38:46:35:4C WPAZPSKIAES 2 Choose This
ChinaNet-A3nN 6 6C38ASAZTIFD WPAPSKWPAZPSKIAES o Cheose This
ChinaNet-EXf 7 FO:92:84:90:20:39 ‘WPAPSKWPAZPSK/TKIPAES 26 Choose This
5G Router ' Overview GeneraiControl  GuestNetwork Bridge  AccessControl  RadlusSettings  Advanced Settings [
% Dashboard WIiFi 2.4G Bridge Settings
® System Canfigure the params of 2.4G wirsess for Operation Mode

P Operati - t+ -
WiFi Wireless Operation Mode

Wireless AP-Client Role AR ele

58GHz
8 Netw Wireless Channel
@ VPN
Remgte SSID
Logout

APell Bssid BO:38:42.6F

Authentication Method PA -

WPA Encryption

WPA Pra-Shared Kay = sssseerseris

ApCli MFPC

ApCli MFPR

ApCl MFPSHA256

3.When the router is connected to a hotspot, the STA in the WiFi overview will display the status as
connected. In the router's overview menu, the IP address of the higher-level WiFi hotspot obtained can be

seen, and the router's relay is connected normally.
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28 Dashboard
€ System
= Services

WiFi v

5.8GH2

@ Network
@ VPN

Logout

Overview  General Control

Wireless Overview

[ MT7981.11
o

Work mode: APCH

Interface: 30 | Type: AF | SSID: |
3a:c4718 | Mode:

GuestNetwork  Bridge  Access Control

Radius Settings  Advanced Settings

5G Router

Dashboard

2R System
= Services
* WiFi
@ Network
@® VPN

Logout

IPvd internet

Connected: 3

Uptime: Oh1m 28s
Protocol: DHCP client
IPva4: 192.168.188.181
GatewayVd: 192.168.188.254

DNSvd
192.168.188.254,192.168.188.254

&
I == T

IPvé Internat

Connected: 3

Uptime: Oh 1m 54s

Protocol: DHCPv6 client

1Pvé prefix: -

GatewayVo: Te80-1448:2c fecd: 4712

DNSvé:
2409:8057:2000::8,2409:8057:2000:4:8

5o

SR
System
Hostname: 5G-Router
Uptime: 1h 57m 50s
Local Time: 2025-02-05 11:45:39
Kemnel Version: 5.4.238
Model: Ceilular Router
Architecture: ARMvE Processorrev 4
Firmware Version: V2185.00.06
MEM Usage: 82.90%
CPUUsage: 3.88%
Load Average: 1.38,1.20,1.07

Devica: RMS00U-CN

Software Version:
RMSOQUCNAAROIAIBM2ZG_01.001.01
ool

IMEL: B48227050435833

IMSE: 460003462287941
ICCID: 89850000192288007422
SIM: READY

Network Desc: NRSG-SA
PLMN: 456000

Network/band: 41

(EMARFCN: 504990

(TURJAC(hex): 142541
CELLID(hex): COFBFADD3
Cell PCI: 485

RsSI: -

SINRECIO: 11

RSRP: -86

RSRQ: -1

4.Perform packet ping to the gateway address of the uplink network via the network diagnostics page to
determine whether or not the connection is normal.
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R System
1 4 IPV4PING ~ £ ) IPV4 TRACEROUTE | NSLOOKUP
i= Services

* WIiFi PING 192.168.188.254 (192.168.188.254): 56 data bytes
64 bytes from 192.168.188.254: seq=@ ttl=64 time=1.876 ms

64 bytes from 192.168.188.254: seq=1 ttl=64 time=8.774 ms
64 bytes from 192.168.188.254: seq=2 ttl=64 time=3.761 ms

64 bytes from 192.168.188.254: seq=3 ttl=64 time=2.877 ms

Interfaces 64 bytes from 192.168.188.254: seq=4 ttl=64 time=7.967 ms
DHCP and DNS --- 192.168.188.254 ping statistics ---
S packets transmitted, 5 packets received, 8% packet loss
Hostnames round-trip min/avg/max = 1.876/4.891/8.774 ms
tatic
SQOM Qo
Diagn
Firewa

Cellular
Load Balancing

@ VPN

Logout

Port Mapping

"Port Forwards" can be found in the firewall page. You can map the port that needs to be translated and
forwarded to the corresponding intranet IP, and click "SAVE & APPLY" to apply the configuration.




Generai Settings Advanced Settings

Name
Protocol

Source zone

(O (Y (s

External port

Destination zone

mermnal IP sodress

Internal port

5G Router

Status General Settings Port Forwards Traffic Rules NAT Rules Custom Rules

28 Dashboard
¥R System Firewall - Port Forwards

= Services Port forwarding allows remote computers on the Internet ta connect to a specific computer or service within the private LAN,

® WiF
Port Forwards
Network ~
Name Action Enabie
To this e 4]
ADD

SAVE & APPLY = SAVE

Load Balancing
@ VPN

Logout

Serial Passthrough

1. First enable the Ser2Net function, the router enables the TCP server, and records the address and port
of the router.



Sefings  Froxies  LEDs

Ser2Net Settings -- Global

Global and Control Port and Serlal Port Default value Settings

Global switch /

Slicy Rout
Control port
MWAN3 Halper
SNMFD
Enabied
- Binding address
W
@& Network
Control port
& VPN
Logout
Default settings
Baud rate
Data bits

5G Router

Seftings Proxies LEDs

88 Dashboard

R System Ser2Net Settings -- Proxies

Mame Enabled Service port Protocol Timeout Device Baud rate Data bits Parity Stop bits

nic DNS RS232 Yes 5000 raw o devittyS1 n6200 8 none 1
Watchcat RS485 No 5001 raw o idewittyS2 15200 ] none 1 EDIT DELETE

AN3 Helper
NMPD
ser2net
work Shares »
il
+ WiFi

2. Open the serial port tool, select the TCP client side, and fill in the router IP and port to connect to the
TCP server here.



B SSCOM V5.13.1 Serial/Net data debugger,Author:Tintin,2618058@qgq.com - | X
PORT COM Settings Display Send Data Multi Strings Tools Help EEEE XiNtkE

-Clea.rnat:]. ﬂpenl’ile][ﬂ"'csg? SendFlle‘ Stop |C1ear5emi|_ OnTopl¥ English SaveConflé EXT | _—
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3.According to the baud rate of the serial port to set the baud rate information. Connect the RS232
connection to the RS232 serial port.




Ser2Net Settings -- Proxies - RS232

Enabled

Service port
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Timeout

Baud rate

Data bits

Parity

Stop bits

Use RTS and CTS lines
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4. After that, you can send data to each other between tcp client and the serial port.
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